SPECIAL CONDITIONS FOR HOSTING SERVICES ON A DEDICATED
OR VIRTUAL PRIVATE SERVER

Last Revised: 09-07-2025

The Supplier provides different categories of Dedicated Server. The hardware and software
configurations, and the different tariffs applicable, are specified on the Supplier’s website at
https://www.Lusovps.com or https://cart.Lusovps.com. Note that using supplier’s

infrastructure, you are accepting the terms and conditions and accept the its policies.

1. Interpretation

Content: the text, information, image, audio or video material and other data placed on the
Dedicated Server by or on behalf of the Customer, including data which the Customer permits
third parties to place on the Dedicated Server.

Dedicated Hosting Services: the hosting of the Website on a Dedicated or Virtual Server for
the Customer’s exclusive use.

Dedicated Server: the Supplier’s server at Lusovps.com on which the Website shall be hosted
for the purpose of the Dedicated Hosting Services, and which shall have a fixed IP address
assigned to it. A VPS (Virtual Private Server) is also considered as a Dedicated Server.

Website: the Customer’s website(s) to be hosted on the Dedicated Server (including all data
on such website(s) which is necessary for the publication and exchange of information via the
Internet).

WHMCS Client Area: The Customer’s Management Area. This service is supplied by LUSOVPS
only.

2. Application of Conditions

These Conditions shall apply to any Contract between the Supplier and the Customer for the
provision of Dedicated Hosting Services and shall prevail over any inconsistent terms or
conditions submitted by the Customer or implied by law, trade custom, practice or course of
dealing. In the event of conflict between these Conditions and any other Conditions, these
Conditions shall prevail.
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3. Dedicated Server

3.1 The Dedicated Server shall remain the property of the Supplier at all times. The Customer
shall not be entitled to sell, transfer, lease, charge, assign by way of security or otherwise deal
in or encumber the Dedicated Server.

3.2 In order to maintain adequate security levels of the Dedicated Server and of all the servers
hosted by the Supplier, the Supplier shall inform the Customer by email of the availability of
Software upgrades for which a high level security failure has been noticed. The Supplier shall
be entitled to disconnect the Dedicated Server if such upgrades are not carried out by the
Customer following the Supplier’s notification.

3.3 The provisions relating to the provision of technical support shall not apply if the Customer
has opted not to use support service.

4. Supplier's obligations
4.1 The Supplier shall provide the Dedicated Hosting Services with reasonable care and skill
and in accordance with best industry practice.

4.2 The Supplier shall provide the Hardware and Software necessary for the provision of the
Dedicated Hosting Services.

4.3 The Supplier warrants that the Hardware, Software and the Dedicated Server shall perform
in accordance with the specifications set out in the Order.

4.4 The Supplier shall use its reasonable endeavors to ensure that:

(a) the Hardware and Software is maintained in good working order and in accordance with
best industry practice;

(b) any defect, error or malfunction of the Hardware or Software is remedied as soon as is
reasonably practicable, and the Client is informed immediately if such repair or replacement
requires the Dedicated Hosting Services to be suspended,;

(c) any disruption to the Dedicated Hosting Services which does not result from any breach by
the Customer shall be rectified as soon as is reasonably practicable following a request from
the Customer;

(d) subject to Conditions 4.5 and 5, the Customer shall have access to the Dedicated Server via
the Internet 24 hours a day, 365 days a year on the basis of the level of activity on the Website
specified in the Order. If the level of activity on the Website exceeds that specified in the
Order, the parties shall meet and agree an increased bandwidth usage and the corresponding
additional fees.

4.5 The Supplier shall inform the Client by email as soon as reasonably practicable if any
maintenance, repair or upgrade requires the Dedicated Hosting Services to be suspended and
shall inform the Customer of the likely duration of such suspension.



5. Supplier’s liability
5.1 The Customer acknowledges that the Supplier shall not be responsible for any failure or
malfunction of the Dedicated Server.

5.2 The Supplier shall have no liability to the Customer under the Contract in the event of:

(a) any act, omission, fault or negligence of a third party not connected to the Supplier, and in
particular any unauthorized access to the Website or the Content;

(b) any act of piracy, viruses, worms, trojan horses or other harmful codes that affect or may
affect the Dedicated Server, the Website and/or the provision of the Dedicated Hosting
Services;

(c) any actual or suspected security breaches in connection with the Dedicated Hosting
Services;

(d) any loss following the uploading of the Website to another server or IT system;

(e) any modification (or attempted modification) of the Software by the Customer or a third
party not authorized by the Supplier;

(f) any loss caused by the operation or non-operation, use or non-use of the Website or the
Content;

(g) downtime caused by routine or emergency maintenance, repair or upgrade to the
Dedicated Hosting Services provided that, if such maintenance, repair or upgrade requires the
Dedicated Hosting Services to be restricted or suspended, the Supplier shall use reasonable
endeavors to notify the Customer by email as soon as reasonably practicable in advance of the
likely duration of such restriction or suspension and shall endeavor to resume the Dedicated
Hosting Services as soon as reasonably practicable;

(h) any interruption, partial or total failure of the Dedicated Hosting Services due to any
variation of the bandwidth or any failure of the Supplier’s ISP/Access Provider.

5.3 If the Supplier detects that the security or integrity of the Website has been compromised,
the Supplier shall inform the Customer by email that the Content must be re-installed, and the
Supplier shall be entitled to protect the integrity of the Dedicated Server by disconnecting it
from the Internet until the Website has been reinstated. The Customer shall be responsible for
reinstalling the Content. The Supplier’s sole responsibility shall be to reconnect the Website to
the Internet once it has been reinstated.

5.4 For security reasons, the operation of Internet Relay Chat services from the Website
(including without limitation bots, proxy, bouncer, etc.) requires the prior approval of the
Supplier, which may be refused in the Supplier’s absolute discretion.

5.5 In so far as LUSOVPS is susceptible to receiving notifications of illicit use of an IP address
attributed to a Customer, said Customer will be assessed according to the law applicable to the
location of the Customer and LUSOVPS can offer the Customer an IP address corresponding to
the State to which they are established and/or to which the Customer must move their service.



The Customer is therefore required, when using an IP address corresponding to a particular
State, to comply with all laws and regulations of that State. In the case where LUSOVPS
receives notification stating the violation by the Customer of the applicable law of the State for
their corresponding IP address, the Customer must take all necessary measures to cease the
violation in question. Otherwise, LUSOVPS reserves the right to suspend service

5.6 The Supplier cannot guarantee that the Dedicated Hosting Services will be maintained in
the event the Customer’s usage of the bandwidth exceeds 101Mbps, although the Supplier
shall use its reasonable endeavors to do so.

5.7 The Supplier reserves the right to limit any Dedicated Hosting Service Resources when an
abuse is detected. The decision of what is an abuse is solely decided by the Supplier.

5.8 The Supplier reserves the right to suspend a Service without notification if the Customer
doesn’t comply with these Terms of Service.

5.9 The Supplier reserves the right to send notifications containing information of new
products and features up to a limit of 2 emails per month.



6. Customer's obligations
6.1 The Customer shall be solely responsible for:

(a) managing the Dedicated Server, and for any loss or damage to the Dedicated Server, and
shall put in place appropriate insurance cover the risk of LUSOVPS any such loss or damage.
The Customer may not claim any reimbursement, replacement, or compensation from the
Supplier in any circumstances;

(b) any loss or damage to the Website, and shall put in place appropriate insurance cover to
cover the risk of any such loss or damage. The Customer may not claim any reimbursement,
replacement, or compensation from the Supplier in any circumstances;

(c) uploading the Content onto the Server and checking that it functions satisfactorily. The
Supplier shall not be responsible for any failure of the Customer to upload the Content
correctly, and shall not be responsible for providing support in relation to the control and
operation of the Content;

(d) the Content, for the conception or development of the Website, and for the Customer’s
equipment, systems or software necessary for the management of the Website. The Supplier
shall have no obligation to validate or vet the Content for usability, legality, content or
correctness and shall not, in any event, be liable towards the Customer or any third party for
any loss arising from or in connection with the Content;

(e) complying with all applicable laws and regulations concerning the Content, including
(without limitation) for ensuring that the Website contains all information concerning the
Customer, its products and the conduct of its business which are required;

(f) ensuring that the Content, any material linked to the Website and any activity conducted
via the Website do not breach the rights of any third parties including without limitation any
intellectual property rights.

(g) making regular backups of the Content on any website from time to time.

6.2 The Customer shall use its best endeavours to ensure that all Content on the Website does
not contain any viruses and/or other harmful code.

6.3 The Customer shall not abuse on the resources given by the Supplier.

6.4 When the Service is hired to send email notifications, the Customer will setup its
configuration to use LUSOVPS email servers. The supplied IP address cannot be used to send
emails directly through the internet.



7. Term and Termination
7.1 The Supplier shall send the Customer at least 1 reminder.

7.2 The Supplier shall be entitled to terminate the Dedicated Hosting Services for its own
convenience at any time and without incurring any liability by giving 30 days’ notice to the
Customer.

7.3 The Supplier shall be entitled to suspend the Dedicated Hosting Services without incurring
any liability if the Customer commits a breach of Condition 6 of these Conditions.

7.4 The Supplier shall be entitled to disconnect the Dedicated Server and/or to erase the
Content and any material uploaded on the Dedicated Server 3 days after the Expiry Date or
forthwith upon the termination of the Contract for any other reason whatsoever without
incurring any liability towards the Customer.

7.5 The Supplier shall be entitled to terminate the Service if a refund is asked, without
providing any backup on the Service.

8. Refunds

8.1 The Supplier may refuse the partial or full refund of the currency used to pay for the
service, if the user is found to be abusing or misusing the service provided by the Supplier. This
refusal is decided solely by the Supplier.

8.2 The refund will be given only through the gateway used to originally pay for the service.
8.3 Refunds will be divided into 2 ways:
8.3.1 Money Refund

The Supplier can refund the Customer by currency only within the first 7 days of the
product, if not violating 8.1 or 8.2.

8.3.2 Credit Refund

The Supplier can refund the Customer with credit applied on the Client Area after the
first 7 days of the product, if not violating 8.1 or 8.2.



Abuse Mitigation Policy & Acceptable Use Policy
(AUP)

Last Revised: July 09, 2025

1. Introduction

This Abuse Mitigation Policy outlines the formal procedures and standards adopted by
LUSOVPS Unip Lda to detect, prevent, and mitigate abusive, illegal, or unethical behavior by
clients or downstream users. It is intended to comply with industry best practices and
demonstrate our proactive stance toward responsible internet resource usage.

2. Scope

This policy applies to all clients and downstream customers of LUSOVPS, covering all services
provided including leased IP address space, hosting, and related infrastructure.



3. Acceptable Use Policy (AUP)

This Acceptable Use Policy defines prohibited activities and client responsibilities when using
LUSOVPS services. The goal is to maintain a safe, lawful, and reliable network environment for
all users.

3.1. General Provisions

All services provided by LUSOVPS must be used in accordance with applicable local, national,
and international laws. Clients are responsible for ensuring that their actions, as well as those
of their users, do not violate these laws.

3.2 Prohibited Activities
The following uses of LUSOVPS services are strictly prohibited:
a. Unsolicited Communications (SPAM)

- Sending or facilitating the transmission of unsolicited bulk messages (email, SMS,
social media, etc.).

- Operating mailing lists without proper opt-in verification and unsubscribe
mechanisms.

- Using purchased email lists or third-party databases without express consent.
b. Malicious or Harmful Content

- Hosting, transmitting, or linking to content that contains malware, viruses,
ransomware, spyware, or similar software.

- Operating Command and Control (C2) servers or any infrastructure related to botnets
or remote exploits.

c. Phishing & Fraud
- Hosting or forwarding phishing pages or fraudulent schemes.

- Impersonating other entities (banks, government, payment platforms, etc.) to collect
sensitive information.

d. Denial of Service (DoS / DDoS)
- Initiating or participating in Denial-of-Service or Distributed Denial-of-Service attacks.

- Use of services that intentionally or unintentionally degrade network performance or
availability.

e. Unauthorized Access and Scanning



- Gaining or attempting to gain unauthorized access to systems, accounts, or networks.

- Performing vulnerability scanning, port scanning, sniffing, or similar activities without
written permission.

f. lllegal Content

- Storing, distributing, or transmitting any content that is unlawful, including but not
limited to:

* Child sexual abuse material (CSAM)
* Terrorist content or violent extremism
* Content infringing intellectual property rights

* Libelous, defamatory, or privacy-invading material

g. Cryptocurrency Mining
- Unauthorized or stealth cryptocurrency mining (cryptojacking).

- Using shared or rented infrastructure to mine cryptocurrencies without prior
agreement.

3.3 Resource Usage
Clients shall not:
- Overconsume bandwidth or CPU cycles in a way that affects other users.
- Attempt to bypass quotas, limits, or monitoring systems.

- Intentionally generate excessive logs, emails, or traffic.

3.4 IP Address Usage

- IP address space must be used efficiently and in accordance with regional internet
registry (RIR) policies.

- Clients must not subassign or reallocate IPs without proper justification.

- Use of IPs for sinkholes, fake identities, or obfuscation of origin is strictly forbidden.



3.5 Downstream Enforcement
Clients who resell or reallocate LUSOVPS services must:
- Enforce an equivalent AUP with their downstream users.
- Monitor their clients and ensure quick reaction to any abuse.

- Remain ultimately responsible for all content and behavior within their allocations.

3.6 Violation Handling
Violations may result in:
- Immediate service suspension
- IP null-routing or blackhole
- Contract termination

- Notification to upstream providers or law enforcement

4. Downstream Client Responsibilities
Clients must enforce a comparable AUP for their downstream users.

Responsibilities include:

- Maintaining accurate records of end-users

- Reacting to abuse complaints within 24 hours
- Cooperating fully with investigations

- Ensuring traceability of assigned resources



5. Abuse Handling Procedures
Abuse reports should be sent to abuse@Lusovps.com.

We will:

- Acknowledge receipt within 12 hours

- Conduct an assessment within 24 hours

- Notify the client and request resolution within 48 hours

- Escalate or suspend service if needed

6. Monitoring and Enforcement
LUSOVPS Unip Lda may proactively monitor traffic and resources for signs of abuse. Repeat
offenses, lack of cooperation, or failure to comply will result in:

- Temporary or permanent suspension of services
- Reporting to upstreams or authorities

- Blacklisting of related IP addresses

7. Contact Information
- Abuse Reports: abuse@Lusovps.com

- Compliance Contact: compliance@Lusovps.com
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